NudopmanoHHas MAMATKA JJI 00YYAOIIMXCH J1JIs
pasMmenieHuss Ha opuuuaabHbIX UHTEpHET-pecypcax
(ITpuno:xenue Ne2)

C KaXXJ1bIM roaomM MOJIOOCKHU B HHTCPHCTC
CTaHOBHTLCA 6OJII)IIIC, d IMKOJIBHUKU WU IIOAPOCTKH OIHH H3
CaMbIX AaKTHBHBIX I10Jb30BaTEICH PYHCTa. MC)K,ZIy TCM,
IIOMHMO OI'POMHOI'0O KOJHYCCTBA BOBMO)I(HOCTCP'I, HHTCPHCT
HCCCT H HpO6J’I€MLI. OTa maMsaTKa JOJIDKHA IIOMOYb Tebe

Oe3omacHo HaxXoIUTbBCA B CCTH.

KomnbroTepHbie BUPYCHI

KOMIIBIOTCPHBIX IIPOT'PaAMM, OTJINYHUTEIBHON 0COOCHHOCTBIO

~

KOMHBIOTGPHBH?I BHPYC - 9TO Pa3HOBHUIHOCTb

KOTOpOﬁ SIBJIIETCS CITOCOOHOCTH K Pa3MHOKCHUIO.

B JOIIOJIHCHUC K 3TOMY, BHPYCBlI MOI'YT IIOBPCAHUTHL HJIIM IIOJJHOCTBIO

YHUUTOXUTh Bce (hailjibl U JAaHHbBIE, MOJKOHTPOJBHBIE MOJIb30BATEN0, OT UMEHU
KOTOpOro ObUIA 3aIylleHa 3apaX€HHAs IIporpaMMa, a TaKKe MOBPEIUTh WIH JAaKe
YHUYTOXUTh OINEPAllMOHHYI0 CHUCTEMY €O BcemHu (pailmamMmu B u1enoMm. B
OOJIBIIMHCTBE CIIy4aeB PaclpOCTPAHSAIOTCSA BUPYChI UEPE3 UHTEPHET.

o o1

Memoowt 3augumol om 6pe0OHOCHBIX NPOZPAMM:

Hcnonb3yli COBpEMEHHBIE ONEPAMOHHBIE CUCTEMbI, UMEIOIINE CEPhEIHBIN
YPOBEHB 3aIIUThI OT BPEIOHOCHBIX IPOTPAMM;

[locTtossHHO  ycTaHaBnuBaiW mautd (MU@POBBIE  3aIjIaTKH, KOTOPbIE
ABTOMATHUYECKH YCTAaHABIIMBAIOTCS C IEJbI0 JOPAOOTKH MPOTPaMMbI) U
JIpyrue oOHOBJIEHUSI CBOEH OmneparimoHHON cucteMbl. CkaunBail X TOJBKO C
ourmanpHoro caiira paspadorunka OC. Ecam cymectByeT pexum
aBTOMATHUYECKOT0 OOHOBJICHUS, BKIIIOUHU €T0;

PabGoraii Ha cBoeM KOMIIbIOTEpPE IO TMpaBaMH TOJIb30BaTENsA, a HE
aJIMUHHUCTpATOpa. ITO HE MO3BOJUT OOJIBIIMHCTBY BPEAOHOCHBIX MPOrpaMM
WHCTAJUIMPOBATHCS HA TBOEM MEPCOHATBHOM KOMITBIOTEPE;

Hcnonb3yit  aHTUBHUPYCHBIE  MPOTPaMMHBIE  TPOIYKTHl  U3BECTHBIX
MPOU3BOIUTEIIEH, C aBTOMATHYECKUM OOHOBJIEHUEM 0a3;

Orpannub HU3NIECKUN JOCTYI K KOMITBIOTEPY JJIS TOCTOPOHHUX JIUIT;
Hcrnionp3yit BHENTHUE HOCUTENW WH(OPMAITUH, TaKKe Kak (Iemnka, JUCK UiIn
daiin u3 uHTEpPHETA, TOJIHKO U3 IPOBEPEHHBIX HCTOYHUKOB;

He oTkpeiBaii koMmMmblOTepHBIE (halibl, TMOJMYYEHHBIE W3 HEHAIEKHBIX
uCcTOYHUKOB. Jlaxke Te (aitpl, KOTOpbIe MpUCTaT TBOK 3HAKOMBIH. Jlyurie
YTOYHU y HETO, OTIPABJISUI JIU OH TeOE HX.



Cern WI-FI

Wi-Fi - 310 He B niepeiaun JaHHBIX, HE TEXHOJIOTHS, a BCETo JIUIIh OPCHJI,
mapka. Eme B 1991 rony Huaepianjckasi KOMIIAHUSI 3apeTUCTPUpOBalia OpeH]
«WECA», uro o0o3nauano cioBocoueranue «Wireless Fidelity», korTopsrii
NEPEBOIUTCS KaK «OEeCpOBOAHAS TOUHOCTH.

Jlo Haillero BpeMeHH JIoluIa apyras abbpeBuarypa, KotTopas sSBJISE€TCS TaKOU
e TexHojoruen. Ito abbpemarypa «Wi-Fi». Takoe Ha3BaHue ObUIO JaHO C
HAMEKOM Ha CTaHJapT BbICIIMK 3BYKoBOW TexHuku Hi-Fi, 4To B mepeBoje
03Ha4YaeT «BBICOKASI TOUHOCTH.

Ja, OecryaTHBIM MHTEPHET-AOCTYN B Kade, OTesIX U adporopTax sBISAETCS
OTJINYHOM BO3MO>KHOCTBIO BbIXOJAa B MHTEpHET. HO MHOruMe sKcnepThl CUMTAIOT,
gT0 oOmenocTymHbie Wi-Fi cetn He SBIISIOTCS 0€30MaCHBIMH.

Cosemul no 6e3onacnocmu pavome 6 oougedocmynnvix cemsax \Wi-Fi:

1. He nepenaBaii cBOIO JIMYHYIO WH(GOpMAIHIO Yepe3 oomenoctynHpie Wi-Fi
cetu. PaboTtas B HUX, ’KeJIaT€IbHO HE BBOAMTH MMAPOJIM JTOCTYIIA, JOTUHBI U
KaKue-TO HOMEDA;

2. Ucnonws3yit u OOHOBJISIH aHTHBUPYCHBIE MporpamMMbl U OpaHamayep. Tem
caMbIM Thl 00€30MacHIllb ce0s1 OT 3aKaYyKH BUpPyca Ha TBOE YCTPOUCTBO;

3. Ilpu ucnonszoBanuu Wi-Fi otkimoun ¢yHknuo «O0mmii qoctyn K (daitnam
u npuHTepam». JlaHHas (QyHKIUS 3aKpbiTa IO yMOJYaHUIO, OJHAKO
HEKOTOPbIE TMOJIH30BATEIN aKTUBHUPYIOT €€ NIl yA00CTBa UCIOIH30BaHUS B
pabote unu yueoe;

4. He wucnonb3yit nyomuunsii WI-FI anga nepemauum JIMYHBIX J1aHHBIX,
HaIrpuMep JJIsl BEIXOJIa B COLIMAIBHBIE CETH WM B DJICKTPOHHYIO MOYTY;

5. Mnonw3yit Tonbko 3amuiieHHoe coenuHenue uyepe3 HTTPS, a ue HTTP, T.e.
npu Habope BeO-apeca BBOAU UMEHHO «https://»;

6. B moOwibHOM Tenedone otkiaroun ¢yHknmo «[logkmrouenne xk Wi-Fi
aBTOMaThueckn». He  momyckalk  aBTOMATHYECKOrO0  MOJAKIIOYECHUSA
ycTpoicTia K cetsim Wi-Fi 0e3 TBoero cornacus.

ConuajgbHble ceTu

CoumayibHbI€ CETH aKTUBHO BXOJIAT B HAIIly KW3Hb, MHOTHE JIFOAU PabOTarOT
W JKUBYT TaM IMOCTOSIHHO, a B Facebook yke 3apeructpupoBan MusInap 4ejioBek,
YTO SIBJISICTCSI OMHOM CEbMOM BCEX JKUTEICH MIaHETHI.

MHorue 1mojap30BaTe I He IIOHUMAIOT, 4TO MH(pOpMaIIus, pa3MeliecHHas MU
B COIIMAJILHBIX CETAX, MOXKET ObITh HaljleHa M UCIOJIb30BaHA K€M YT'OJIHO, B TOM
Yyucye He 0053aTelIbHO ¢ OJ1aruMu HaMepEeHHUSIMU.

OcHogHble coeemul no 6€30nACHOCMU 6 couuaibHblXx cemsx.



1. Orpanuub criucok Apy3ei. Y Te0s B Ipy3bsiX HE JOKHO OBITh CITy4alHBIX U
HE3HAKOMBIX JIFOJICH;

2. 3amumiail cBor 4acTHyIO *u3Hb. He ykaspiBail nmaposu, TeiaedoHsl, aapeca,
JaTy  TBOErO  pOXKJIEHUS U JPYryl0 JIMYHYIO  HMH(QOpMAIHUIO.
370YMBIIIJIEHHUKU MOTYT MCIIOJIb30BATh Ja)K€ UH(DOPMALMIO O TOM, KaK Thl
Y TBOM POAMTEIIN IIJIaHUPYETE IPOBECTH KAHUKYIIBL;

3. 3amumiail CBOK penyTaluio - Jep’KU €€ B UUCTOTE U 3a/1aBail ce0e BOIpocC:
XO0Ten ObI Thl, YTOOBI IPYTUE MOJB30BATENN BUAETHU, YTO Thl 3arpy>Kaclib?
[Toxymaid, mpexJie YeM 4TO-TO ONyOJMKOBATh, HAIIUCATh U 3arpy3UTh;

4. Ecnu Tl TOBOpUILB C JIFOABMH, KOTOPBIX HE 3HACIIb, HE UCIOJIb3YyH CBOE
peaibHOe UMS U JPYTYIO JUYHYI0 WH(OpMALMU: UMs, MECTO >KUTEIhCTBA,
MECTO y4eObl U IIpoYee;

5. U3beraii pazmemienus ¢gotorpaduit B HTepHETe, T/i€ Thl M300paKEH Ha
MECTHOCTH, 110 KOTOPOI MOKHO OIPEIEIUTH TBOE MECTOIIOJIOKECHHUE;

6. Ilpu perucrpanuu B COUMANbHON CETH HEOOXOIMMO HUCIIOJIB30BATh CIOKHBIE
HapoJIx, COCTOSIIIME U3 OYKB U LIU(P U C KOJINIECTBOM 3HAKOB HE MEHee §;

7. g couuanbHOM CeTH, MOYTHI U IPYTHX CaiTOB HEOOXOJUMO HCIIOIb30BaTh
pasnbie napoau. Torna ecnu Te€dst B37I0MarOT, TO 3JI0YMBIIIJICHHUKY OJTy4YaT
JOCTYII TOJIBKO K OJTHOMY MECTY, a HE BO BCE Cpa3y.

JJIeKTPOHHBIE T€HbI'N

DJNEeKTPOHHBIE JEHbI'W — 3TO OYEHb YAOOHBIA CHOCOO IMiaTeked, OJHAKO
CYILECTBYIOT MOLIEHHUKH, KOTOPHIE XOTAT MOJYYUTh 3TH JIEHBIU.

DNEKTPOHHBIE IEHBI'M MOSIBUIIMCH COBCEM HEJJABHO M UMEHHO M3-3a 3TOT0 BO
MHOTHX TOCYAapCTBax J0 CUX MOP HE MPOMUCAHO MPO HUX B 3aKOHAX.

B Poccun sxe oHU (YHKIIMOHUPYIOT U O HUX YK€ MPOIMKMCAHO B 3aKOHE, T
WX Pa3JessitoT Ha HECKOJbKO BHJOB — aHOHUMHBIE U HE aHOHMMHbIE. Pa3Huiia B
TOM, YTO aHOHMMHBIE - 3TO T€, B KOTOPBIX pa3peliaeTcs NpOBOAUTE onepaiuu 6e3
UJEHTU(UKALIMY TI0JIb30BaTElNsl, @ B HEAHOHUMHBIX UICHTU(PUKALNU MT0JIb30BATENS
ABIIIETCS 00A3aTEIBHOM.

Takxke crnenyer pas3idyaTh DSJIEKTPOHHbIE (uaTHbIe JAEHBIU (pPaBHBI
rOCy/apCTBEHHBIM BajJlOTaM) M JJEKTPOHHbIE He(dUaTHbIE OEHBIU (HE pPaBHbI
rOCyAapCTBEHHBIM BAJIFOTaM).

OcHogHble coeemul nO 0€30NACHOIL paﬁome C IJIEKMPOHHbBIMU OeHbzamu:

1. TlpuBsku K cueTy MOOMIBHBIN TeledoH. ITO camblii YAOOHBIM U OBICTPHII
Croco0 BOCCTAaHOBHUTH JOCTYI K cueTy. [IpuBsi3aHHbIil TenedoH MOMOXKET,
ecnu 3alyjellb CBOM IUIATEXKHBIA TMaposib WM 3aiiielllb Ha CalT ¢
HE3HAKOMOI'0 YCTPOMCTBA;

2. Ucnonw3yit omHopa3oBbie maponu. Ilociae mepexoma Ha YCUIICHHYIO
aBTOpHU3aluio Tebe yxke He OyneT YrpokaTh OINACHOCTh KpaXu WM
repexBara IIaTeKHOT O IapoJis;



3. Boibepu cnoxsbiii maponb. [lpecTtymHukam Oyaer He HpPOCTO Yrajaathb
CJIOKHBIA mapoJib. HanexHbele mapoam — 3TO MapoJiM, KOTOPBIE COAEPKAT
HE MEHee 8 3HaKOB M BKIIIOYAIOT B ceOsl CTPOYHBIE M MPOMUCHBIE OYKBBHI,
nudpel M HECKOJBKO CHUMBOJIOB, Takh€ Kak 3HaK joiiapa, (yHTa,
BOCKJIMIIATEIbHBIN 3HaK U T.I1. Hanpumep, $tROng!;

4. He BBOAM CBOU JTUYHBIC JAHHBIC HA CaliTaX, KOTOPHIM HE JIOBEPSICIIIb.

JJIEKTPOHHASA MOYTA

DJIEKTPOHHAS MOYTa — 3TO TEXHOJIOTHUS U MPEAOCTABISIEMbIE €10 YCIYTH 10
MEPECHUIKE U MOTYUYEHUIO JIEKTPOHHBIX COOOIIECHUH, KOTOPhIE paclpeieatoTcs B
KOMITBIOTEPHOU CETH.

OOBIYHO SJEKTPOHHBIA MOYTOBBIN SIIUK BBITJISAUT CICIYIOMUM O00pa3oM:
UMsI_TIOJIb30BaTEISI(WUMS_JTOMEHA.

Taxke KpoMe Imepenayd IpOCTOTO TEKCTa, HMEETCS BO3MOXKHOCTH
nepeaaBaTh (anbl.

OcHosHble cosempl no 6e30nAcHOIl padome ¢ INEKMPOHHOU ROUMOIL:

1. Hago BbIOpaTh MpaBUJIBHBIM MMOYTOBBIA cepBUC. B wuHTEpHETEe ecTh
OTPOMHBIA BBIOOp OECIUIATHBIX TOYTOBBIX CEPBUCOB, OJHAKO JIy4YIlle
JIOBEPSITh TEM, KOI0 3HACUIb U KTO NIEPBBIM B PEUTHUHTE;

2. He yxaspiBail B TM4HOW TouTe JIMuHYIO WHpopmaruio. Hanpumep, mydiire
BBIOpATh «MY3bIKaJIbHBIN (hanat@» umu «pok2013» BmecTo «Temal3»;

3. Ucnonw3yit AByXATAMHYIO aBTOPU3AIMIO. ITO KOTIa TIOMUMO MapoJisi HY>KHO
BBOAUTH KOJ, MPUChUIAEMbI 0 SMS;

4. BpiOepu cnoxHbIM Naposib. sl Kaka0ro mo4ToBOro siyuKa JOJIKEH ObITh
CBOM HAJICKHBIM, yCTOMYMBBIN K B3JIOMY ITapOJIb;

5. Eciin ecth BO3MOXKHOCTH HamucaTh CaMOMY CBOM JIMYHBIM BOMPOC,
MCIOJIb3YH 3TY BO3MOXHOCTb;

6. Mcmonp3yli HECKOJBKO TIOYTOBBIX SNIUKOB. [IepBBId 111  YacTHOU
MEPEeNUCKU C aApecaTamMu, KOTOPBIM Thbl OBEPSCIIb. IJTO JJIEKTPOHHBIN
aJipec He HAJ0 MCIOIb30BaTh TP PErUCTpaliK Ha (popymax U caiTax;

7. He otkpbiBail (aiimbl M Apyrue BIIOKEHUS B TMUCHbMAax JaXe €ClId OHU
MPUIILTA OT TBOMX Jpy3ei. Jlydie yrounu y HUX, OTIPABISUINA JIM OHU TeOe
9T (aibl;

8. Ilocne oxoHuyaHusi pabOThI HA TOYTOBOM CEPBUCE TIEPEI 3aKPHITHEM
BKJIAJIKHM C CAUTOM He 3a0y/1b Ha)KaTh Ha «BeIATHY.

Ku0epOyniiuHr wiin BUPTyaJbHOE U31€BATEIbCTBO

KubepOynnuar —  mpecieoBaHUE  COOOIICHHUSMHU,  COJEPIKAIIUMH
OCKOpOJIeHMs, arpeccuio, 3aImyTruBaHUE; XYJUTAHCTBO; COIMAIIBHOE
OOHKOTHPOBAHUE C MTOMOIIBIO PA3TMYHBIX HHTEPHET-CEPBUCOB.



OcHnoenvie cosemul no d0pvoe c KubepoOyIIUHZOM:

1. He Opocaiics B Ooi. Jlyummii cmoco0: moCcOBETOBAaThCS Kak ceOsi BECTH U,

€CJIM HET TOTr0, K KOMY MOKHO OOpaTUThCS, TO BHavyaie ycrnokouthbes. Eciu

Thl Ha4HEIIb OTBEYATh OCKOPOJIEHUAMH Ha OCKOpPOJIEHHS, TO TOJBKO €Ile

OO0JIbIIIEe Pa30XKIKEITh KOH(IUKT;

VYrpapisit cBoel kKubeppenyTaimei;

3. AHOHMMHOCTH B ceTH MHHMasl. CyIIECTBYIOT CIOCOOBI BBIICHUTH, KTO CTOUT
32 aHOHUMHBIM aKKayHTOM;

4. He cTouT BeCTH XyJHTaHCKMH oOpa3 BUpPTyaJbHON >Xu3HU. VHTEepHET

¢dukcupyeT Bce TBOM JCHCTBHUS U COXpaHSAET UX. Y JaIUTh UX OyleT KpaiiHe

3aTPYAHUTEIIBHO;

Co0urofaii cBOM BUPTYaJIbHYIO YECTh CMOJIONY;

6. Urnopupyil eauHuuHblii HeraTuB. OpHOpa3oBble  OCKOPOUTENIbHBIE
cooO1IeHusl Jydiie urHopupoBatb. OOBIMHO arpeccus NpeKpalaeTcs Ha
HayaJbHOM CTaJuu;

7. ban arpeccopa. B mporpammax oOMeHa MTrHOBEHHBIMU COOOILLIEHUSIMH, B
COLIMAJIBbHBIX CETSIX €CTh BO3MOXKHOCTh OJIOKHPOBKHU OTIIPABKU COOOLIEHUI C
OIIPENIEIICHHBIX aJPECOB;

8. Eciu Tl cBunerens kuOepOymnuHra. TBou NEHCTBUS: BBICTYHNUTH MPOTHUB
mpecienoBaTens, II0Ka3aTb €My, 4YTO €ro JCWCTBUS OLEHUBAIOTCS
HETaTUBHO, TOJJIEPKATh KEPTBY, KOTOPOM HYXKHA IICUXOJIOIMYECKAs
MOMOILb, COOOIIUTH B3POCIBIM O (PAKTE arpeCCUBHOIO MOBEICHUS B CETH.

no

o1

MoOuabHbIN TeJ1edOH

CoBpemenHble cMapT(HOHBI U TUIAHIIETHI COJEPKaT B ceOe BIIOJIHE B3POCIIbIi
(GyHKIMOHAJA, M TeHepb OHU MOIYT KOHKYpUpPOBaTb CO CTallMOHAPHBIMU
KoMmnbroTepamu. OIHAaKO, CPEACTB 3aLIUTHI JJIsl TOJTOOHBIX YCTPOUCTB MOKA OYEHb
MaJio.

TectupoBanre M TMOUCK YSI3BUMOCTEM B HHUX MPOUCXOJUT HE TakK
UHTEHCUBHO, Kak Juis [1K, To ke camoe kacaeTcsi 1 MOOMIIBHBIX TTPHIIOKEHUH.

CoBpeMeHHbIE MOOWJIbHBIE Opay3epbl YK€ MNpPaKkTUYECKH JIOTHAIU
HACTOJIBHBIE AHAJIOTH, OJIHAKO pacliMpeHue (yHKIMOHAIa BJEYeT 3a CcoOOoM
OOJIBIIYIO CJIO)KHOCTb X MEHBIIYIO 3alUIIEHHOCTbD.

Jlaneko He Bce MPOU3BOAMUTENN BBITYCKAIOT OOHOBJIEHUS, 3aKPbIBAIOIINE
KPUTHYECKHE YSI3BUMOCTH JIJISI CBOUX YCTPOMCTB.

OcHognbie cosemul 01 6€30nACHOCU MOOUTLHO20 meiedona:
1. Huyero He siBNseTCA MO-HACTOSIIIEMY OeCIUIaTHBIM. Byab OCTOpOKEH, BeIb

Korja Tede mpeaiaraloT OecrIaTHhId KOHTEHT, B HEM MOTYT OBITh CKPBITHI
KaKue-TO TJIaTHBIC YCIIYTH;



2. Iymaii, mpexae yeM oTnpaButb SMS, oo miu Buaeo. Thl TOYHO 3HACIID,

r7ie OHU OyIyT B KOHEYHOM UTOTE?

Heo0xoaumo 0OHOBIIATH ONEPALMOHHYIO CUCTEMY TBOETO CMapT(hoHa;

Hcnonp3yil aHTUBHPYCHBIE IPOTPaMMBbl JJ11 MOOUJIBHBIX TENE(POHOB;

He 3arpyxail npujIo)KeHHsI OT HEM3BECTHOI'O HMCTOYHMKA, BEIAb OHU MOTYT

COJEPKaTh BPEIOHOCHOE ITPOrPaMMHOE 00ECIICUEHHUE;

6. Ilocie Toro Kaxk Thl BbIJIEUIb C caliTa, IJ€ BBOAWJ JUYHYIO MH(OPMALHUIO,
3aiiIi B HACTPOUMKHU Opay3epa u ynanu cookies;

7. Ilepnoanyecku NpoBepsid KaKUE IUIATHBIE YCIYTH aKTUBUPOBAHBI HA TBOEM
HOMeEpE;

8. MlaBaii cBoif HOMep MOOWUIBHOTO TenedoHa TOJNBKO JIOASM, KOTOPBIX ThI
3HACIIb U KOMY JI0BEPSCILIb;

9. Bluetooth momkeH OBITH BBIKIIOYEH, KOTJAa Thl UM HE mMoib3yemibces. He
3a0bIBail MHOT1a IPOBEPSITH 3TO.

ok w

Online-urpol

CoBpeMEHHbIE  OHJIAWH-UTPHI — 9STO KpPAacOUYHBIC, 3aXBaTHIBAIOIINE
pa3BieUeHUs, OOBEIUHSIONINE COTHH THICSY UYEJIOBEK MO Bcemy mupy. Urpoku
UCCIIEAYIOT JTaHHBI UM MHp, OOLIAIOTCS APYT C APYrOM, BBHINOJHSIOT 3a/laHusl,
CpaXkaloTCsi C MOHCTpaMHM U MOJY4aroT ONbBIT. 3a YJOBOJILCTBUE OHHU IUIATST:
MOKYTAIOT JUCK, OIJIAYMBAIOT a0OHEMEHT W MPUOOPETAIOT KaKHE-TO OIIUU.

Bce atH cpeactBa uayT Ha nojepKaHUe U pa3BUTUE UTPhI, @ TAKXKE HA caMy
0€30I1aCHOCTh: COBEPIICHCTBYIOTCS CHCTEMbI aBTOPU3ALIMU, BBIITYCKAIOTCS HOBBIE
naTuu (UQpPOBbIE 3aIIaTKU AJI IPOrpaMM), 3aKpPbIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B mogoGHBIX Wrpax CTOMT omacaTbCsi HE CTOJBKO CBOMX COIEPHUKOB,
CKOJIKO KpaXX TBOETO MapoJjs, Ha KOTOPOM OCHOBAaHA CHUCTEMa aBTOPH3AIMU
OOJBIIMHCTBA UTP.

OcHogHble coeembl N0 0€30NACHOCHU ME0e20 Uuz’po6020 aKkKkaynma:

1. Ecnu gpyroit urpok Benet ceOsi TJIOXO WIM CO37aeT Te0e HEeMpPUSITHOCTH,
3a0JIOKUPYH €ro B CIIHCKE UTPOKOB;

2. Tloxanyiica aiMHUHHCTPATOpaM UTPhI Ha TJIOXOE MOBEACHUE ATOTO UTPOKA,

YKEJATEIbHO MPUJIOKUTh KAKHE-TO JI0Ka3aTelIbCTBA B BUJIE CKPUHOB;

He yxaspiBaii muunyro uHbOpMaIuio B podaiisie urpsr;

YBaxau Apyrux y4aCTHUKOB I10 UIDE;

He ycranaBnuBait HeopuIManbHbIC TATIYN U MO/IBI,

Hcnonb3yl CII0KHBIE U pa3HbIE I1apOJIN;

Jlaxxe BO BpeMsi UTpbl HE CTOUT OTKJIIOYaTh aHTUBHpYC. [loka Thl Urpaemis,

TBOM KOMITBFOTEP MOTYT 3apa3UTh.

NoOhow



OUIIHUHT WIH Kpazka JUYIHbIX JaHHBbIX

OOBIYHOM Kpakel JeHEeTr W JTOKYMEHTOB CETOIHS YK€ HUKOTO HE yIMBUIIID,
HO C Pa3BUTHEM WHTEPHET-TEXHOJOTUH 3JO0YMBIILICHHUKH TEPEMECTUIIUCh B
WHTEPHET, U MPOJIOJDKAIOT 3aHUMATHCS «TFOOUMBIMY JIETIOM.

Tak mosiBUIach HOBas yrposa: MHTEPHET-MOIICHHWYECTBA WM (DUIIUHT,
IJIaBHAs I KOTOPOTO COCTOUT B TMONYYCHHH KOH(DHIECHIIMANBHBIX JaHHBIX
M0JIb30BaTeNIe — JIOTHHOB W mapoiiei. Ha anrnmiickoM si3bike phishing unraercs
kak ummHr (0T fishing — prIOHAas J10BIIA, password — mapoJib).

OcHoenvle cogemut no 60pvoe ¢ puwmunzom:

1. Cnequ 3a cBOoMM akkayHTOM. Eciu Tl mo03peBaeiib, 4TO TBOSI AHKETa
OblTa B37OMaHa, TO HEOOXOIMMO 3a0JIOKMpOBATh €€ U COOOUIUTh
aJIMUHHUCTPATOpaM pecypca 00 3TOM KaK MOKHO CKOPEE;

2. Ucmonw3yit 6e3omacHbIe BeO-CaliThl, B TOM YHCJIC, HHTEPHET-Mara3uHoOB H
MOMCKOBBIX CUCTEM;

3. HUcnonb3yit crnokHble W pas3Hble mapoiu. Takum oOpazom, eciau TeOs
B3JIOMAIOT, TO 3JIOYMBIIUICHHUKH MOJIY4aT JOCTYI TOJIBKO K OJTHOMY TBOEMY
npo(UIIO B CETH, @ HE KO BCEM;

4. Ecnu T1ebs B3nMOManM, TO HEOOXOAMMO MpPENyHpPEeauTh BCEX CBOUX

3HAKOMBIX, KOTOpbIE J00aBlieHbl y TeOs B JAPY3bSX, O TOM, 4UTO TeOs

B3JIOMAJId W, BO3MOXXHO, OT TBOErO0 MMEHU OyJeT pacchbulaThCs ClaM U

CCBUIKM Ha (PUILIMHTOBBIE CANTHI;

VYcranoBu HagexHbIN apoiib (PIN) Ha MOOMIBHBIN TenedoH;

OTkJTI0uM cOXpaHEHue napoJsi B Opaysepe;

7. He otkpbiBail (haiimbl U Apyrue BIIOKEHUS B MUCbMAaxX JlaXe €Clid OHU
NPUILIM OT TBOMX JApy3el. Jlydie yTouHu y HUX, OTIPABIISUIM JIM OHU TeOe
9THU (haIIbL.

o o

udposas penyrauus

[udposas pemnyTaius - 3TO HEraTUBHAsl WJIM MO3UTHBHAs HMH(OpMalus B
cetu o Tebe. Kommpomerupyromas uHbopmalus pa3MelleHHas B WHTEPHETE
MOXET CEPhE3HBIM 00Pa30M OTPA3UTHLCS HAa TBOCH peaIbHOM JKU3HHU.

«udpoBas pemyrauus» - 3TO TBOW HMMHUJIK, KOTOpBIM (dopMupyeTcs u3
uH(popmauu o Tede B UHTEPHETE.

TBoe MecTo KUTENhCTBA, Yy4eObl, TBOE (PHUHAHCOBOE TOJOXKEHHUE,
O0COOCHHOCTH XapaKTepa M paccKasbl O OJIM3KUX — BCE 3TO HAKAIUIMBAETCS B CETH.

MHorue MnOoApPOCTKH JIETKOMBICIEHHO OTHOCATCA K MyOIMKAlUU JTUYHON
uHpopmaruu B MHTEpHETE, HE MOHUMAsT BO3MOXKHBIX MOCHEACTBUN. ThI naxke HE
CMOXKeIIb IoTrafaThcsi O TOM, 4To ¢ororpadusi, pa3MelleHHas 5 JeT Ha3al, cTaja
NPUYUHON OTKAa3a MPUHATH TeOsI Ha paldoTy.



KomMmenTapumn, pa3sMelleHue TBOUX
dboTorpaduit u agpyrue IeUCTBUS MOTYT HE UCUE3HYTh
JaXe TMOCJE TOTO, KaK Thl UX yJaJIUIIb. Thl HE 3HACIIb,
KTO COXpaHWJI 3Ty WH(GOpMaIMIo, ToMaja JId OHAa B
MIOMCKOBBIE CHUCTEMBl W COXpaHWJIACh JIM OHA, a
[JIaBHOE: YTO MOJAyMaloT 0 TeOe OKpyKaroliee IO/,
KOTOpBIC HAWIyT W yBUIAT 3To. Halitn nHbopmaIuio
MHOTO JIET CITyCTSI CMOKET JIFOOOW — Kak U3 JOOpBIX
MOOYXKJIEHUH, TaK U C HAMEPEHUEM NMPUUYUHHUTH BPE]I.
‘ €4 DTO MOXET OBITh KTO YTOJHO.

A\ ——

OcHoeHble cosempl no 3auyume YUPPoeoil penymauuu:

1. Tlomymaii, mpexxie yeM 4To-TO MyOJMKOBATh U IMepeaBath y cedsi B Ojore
WM B COLIMATILHOM CETH;

2. B Hactpoiikax mnpoduisi yCTaHOBM OTPaHMYEHHUS HA TPOCMOTP TBOETO
npouIIS U €ro COACP>KUMOTO, CACNIal €ro TOJBKO «JUIS IPYy3ei»;

3. He pa3memaii u He ykas3piBail MH(QOpMAaIHIO, KOTOpas MOXET KOro-jmdo
OCKOPOJIATH WJIH OOMKATh.

ABTOpCKOE MPaBo

CoBpeMeHHbIE HIKOJBHUKA M CTYACHTHI — AaKTUBHBIE MOJb30BaTENIN
nudpoBoro mnpoctpaHcTBa. OIHAKO Aaleko HE BCE 3HAIOT, YTO IOJb30BaHUE
MHOTHMH BO3MOXKHOCTSIMH 1U(PpoBOTO Mupa TpedyeT coOt0/IeHus IpaB Ha
WMHTEJUIEKTYalIbHYI0 COOCTBEHHOCTb.

TepMUH «UHTEIUIEKTyalbHasi COOCTBEHHOCTb» OTHOCHUTCS K Pa3jIu4HbIM
TBOPEHHUSM YEJOBEUECKOTO yMa, HadMHas C HOBBIX H300pPETCHHI M 3HAKOB,
0003HAYAIOIINX COOCTBEHHOCTh Ha MPOIYKTHI M YCIYTH, U 3aKaHUMBas KHUTAMHU,
dboTorpadusMu, KHHOQUIbMaMH U MY3bIKQJIbHBIMU ITPOU3BEICHUSMHU.

ABTOpCKHE TMMpaBa — 3TO MpaBa Ha MHTEIUIEKTYaJlbHYI0 COOCTBEHHOCTbh Ha
MIPOM3BEICHNUS HAYKH, TUTEPATyPhl U UCKYCCTBA.

ABTOpCKHE TIpaBa BBICTYMAalOT B KauyeCTBE TapaHTUU TOTO, YTO
MHTEJJICKTYaJbHBIM/TBOPUECKUI TPy aBTOpa HE OyIeT HampacHbIM, JacT €My
CHpaBeIMBbIE BOZMOXKHOCTH 3apaboTaTh Ha pe3yjIbTaTax CBOETO TPY/a, MOIYUUTh
U3BECTHOCTH U MTPU3HAHUE.

Hukto 6e3 paspemieHus aBTOpa HE MOXET BOCHPOU3BOAUTH €T0
IPOU3BENIEHUE, PAaCHpPOCTPaHATh, MMyOJUYHO JIEMOHCTPUPOBAThH, IPOJABATH,
UMIIOPTUPOBATH, yCKaTh B MPOKar, myOIMYHO UCTIOJTHSITD,
MOKa3bIBATH/UCTIONHATH B d(pupe min pazmemarts B HTepHeTe.

Hcnonb3oBaHne «MHPATCKOT0» MPOrPAMMHOTO  OOECHEYEeHUS] MOXKET
NPUBECTH KO MHOTHM pHCKaM: OT TOTEPH JAHHBIX K TBOMM aKKayHTaM [0
OJIOKUPOBKHM TBOETO YCTPOMICTBA, I'/l€ YCTAaHOBJIEHA HellerajpHas nporpamma. He
CTOUT TaK)Ke 3a0bIBaTh, YTO CYIIECTBYET JIETajbHbIE U OECILIaTHBIE NPOrPAMMBI,
KOTOpBIE MOKHO HAWTHU B CETH.



O nopraJe

CereBuuoK.p(p — TBOM TJIaBHBIM COBETUUK B CETH. 3J€Ch Thl MOXKEIb
y3HaThb O O€30MacCHOCTH B CETH TOHATHBIM W JIOCTYITHBIM SI3BIKOM, a TIpHU
BO3HMKHOBEHUW KPUTHUYECKOW CHTyaIlldd OOpPAaTUTHCS 3a COBETOM. A TakKke
MPUHSATH y4aCTHE B KOHKYpPCAxX M CTaTh CaMbIM U(PPOBBIM Tpak TaHUHOM !




